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Backend Components

IE University - BCSAI - SDD - 2025

Modern backend systems are built from numerous interconnected components, each serving specific
purposes. Understanding these components and how they work together is crucial for designing
scalable, reliable, and maintainable systems.

This guide provides an overview of backend components, organized by their primary function in the
system architecture. This guide doesn't cover every possible solution or configuration, but it will explore
both open-source/self-hosted solutions and cloud provider offerings.

Recommended Bibliography

¢ Designing Data-Intensive Applications by Martin Kleppmann (O'Reilly, 2017)
¢ Building Microservices by Sam Newman (O'Reilly, 2nd Edition, 2021)
¢ Cloud Native Patterns by Cornelia Davis (Manning, 2019)
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Traffic & Entry

Traffic & Entry components are the first line of contact between users and your backend systems,
handling incoming requests and routing them to appropriate services. These components manage DNS
resolution, content delivery, API routing, load balancing, and security at the edge, forming the critical
gateway that determines how users access your applications and services.

DNS (Domain Name System)

DNS translates human-readable domain names (like ) into IP addresses that computers use
to communicate. It operates as a distributed, hierarchical database that enables the internet's naming
system. DNS servers cache responses to improve performance and reduce load on authoritative servers.
The system supports multiple query types for different purposes, from simple address lookups to mail
routing and service discovery. DNS can also be used for load balancing by returning different IP
addresses based on geographic location, health checks, or weighted distribution policies. Common
record types include A (IPv4), AAAA (IPv6), CNAME (aliases), MX (mail routing), TXT (verification), NS
(delegation), and SRV (service discovery).

Open-Source [ Self-Hosted
¢ BIND (Berkeley Internet Name Domain)

o Industry standard DNS server.
o Best for on-premise deployments with complex requirements.

e CoreDNS

o Modern, plugin-based DNS server written in Go.
o Best for Kubernetes clusters and microservices.

Cloud Provider Solutions

Managed DNS services with global distribution, health checks, and traffic routing policies. Best for
managed infrastructure and geographic distribution.

e AWS Route 53
e Azure DNS
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e GCP Cloud DNS

When to use

Use cloud DNS when you want managed infrastructure with global distribution

Use self-hosted when you need complete control or have on-premise requirements

Implement DNS-based load balancing for geographic traffic distribution

Use health checks to automatically route traffic away from failed endpoints
CDN /[ Edge

Content Delivery Networks distribute content globally to reduce latency and improve performance by
caching content at edge locations close to end users. CDNs work by replicating static and dynamic
content across geographically distributed servers, reducing the distance data must travel and offloading
traffic from origin servers. Modern CDNs offer advanced features beyond simple caching, including DDoS
protection, web application firewalls, edge computing capabilities, and intelligent routing. They can
handle both static assets (images, videos, CSS, JavaScript) and dynamic content through edge-side
includes and API caching. CDNs also provide SSL/TLS termination, reducing the computational burden on
origin servers and improving HTTPS performance. Key strategies include cache-control headers, custom
cache keys, invalidation mechanisms, and origin shields.

Open-Source [ Self-Hosted
e Apache Traffic Server

o High-performance caching proxy server.
o Best for building custom CDN solutions.

e Varnish Cache

o HTTP accelerator and caching reverse proxy (also used for web caching).
o Best for self-hosted edge caching.

¢ Nginx

o Can function as edge cache with proper configuration.
o Best for simple self-hosted CDN needs.

Third-Party CDN Providers
e Cloudflare

o Global commercial CDN with DDoS protection and WAF.
o Best for security-focused applications.

e Fastly

o Real-time commercial CDN with instant purging.
o Best for dynamic content and real-time applications.

e Akamai
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o Enterprise commercial CDN with extensive global presence.
o Best for large enterprises and media streaming.

Cloud Provider Solutions

Managed CDN services with edge computing, Lambda@Edge, WAF integration, and custom SSL. Best for
cloud-native content delivery.

e AWS CloudFront
e Azure Front Door
e GCP Cloud CDN

When to use

e CDN for static assets (images, CSS, JS) and cacheable API responses

e Edge computing for serverless functions close to users

e DDoS protection and WAF for security

e Consider CDN for dynamic content with edge-side includes or APl caching
e Use signed URLs or cookies for private content distribution

API Gateway [ Reverse Proxy [ Load Balancer

These components sit between clients and your backend services, handling traffic distribution, routing,
and cross-cutting concerns. API Gateways provide a single entry point for client applications, managing
authentication, rate limiting, request transformation, and API versioning. They enable microservices
architectures by handling service discovery, protocol translation, and aggregation of multiple backend
services. Reverse proxies intercept client requests and forward them to backend servers, providing SSL
termination, caching, and request/response modification. Load balancers distribute incoming traffic
across multiple servers using various algorithms, performing health checks to ensure traffic only reaches
healthy instances. These components also centralize logging, monitoring, and security enforcement,
reducing the burden on individual backend services.

Open-Source [ Self-Hosted
e Nginx

o High-performance web server and reverse proxy.
o Best for high-traffic applications and microservices.

e Kong

o API Gateway with extensive plugin ecosystem.
o Best for APl management and microservices.

o Traefik

o Cloud-native edge router with automatic service discovery.
o Best for Docker and Kubernetes environments.

Cloud Provider Solutions
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Managed API gateways and load balancers with automatic scaling and integration. Best for cloud-native

traffic management.

o AWS API Gateway/ALB/NLB
e Azure APl Management/Application Gateway
e GCP API Gateway/Cloud Load Balancing

When to use

e Use API Gateway for APl management, authentication, rate limiting, and transformation
e Use L7 load balancers (ALB, Application Gateway) for HTTP/HTTPS traffic with advanced routing
e Use L4 load balancers (NLB, Network Load Balancer) for TCP/UDP traffic and maximum

performance
e Choose cloud solutions for managed infrastructure, automatic scaling, and integration with cloud

services

Complete Traffic Flow

The following diagram shows how a request flows through the entire system architecture from user to

backend services:
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Networking

Networking components are essential for ensuring that data flows efficiently and securely between
different parts of a backend system.

Load Balancers

Load balancers are critical infrastructure components that distribute incoming network traffic across
multiple backend servers to prevent any single server from becoming overwhelmed. They operate at
different layers of the OSI model: Layer 4 (L4) load balancers work with TCP/UDP connections and make
routing decisions based on network information, while Layer 7 (L7) load balancers operate at the
application layer and can make intelligent routing decisions based on HTTP headers, cookies, and URL
paths. Modern load balancers provide health checking to automatically remove failed servers from
rotation, SSL termination to offload encryption overhead from application servers, session persistence to
maintain user state, and sophisticated algorithms (round-robin, least connections, IP hash) to optimize
traffic distribution. They're essential for achieving horizontal scalability, high availability, and zero-
downtime deployments in distributed systems.

Open-Source [ Self-Hosted
e HAProxy

o Industry-standard high-performance TCP/HTTP load balancer.
o Best for production environments requiring reliability.

e Nginx

o Versatile web server that doubles as load balancer with simple configuration.
o Best for HTTP/HTTPS workloads.

e Envoy
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o Modern cloud-native L7 proxy with observability features.
o Best for service mesh architectures.

Cloud Provider Solutions

Managed load balancing with L4/L7 support, health checks, and global distribution. Best for cloud-native
load distribution.

e AWS Elastic Load Balancing
e Azure Load Balancer/Traffic Manager
e GCP Cloud Load Balancing

Firewalls

Firewalls are security enforcement points that inspect and filter network traffic based on predefined
security policies, acting as barriers between trusted internal networks and untrusted external networks.
They examine packet headers and payloads to make allow/deny decisions based on rules governing IP
addresses, ports, protocols, and application-layer content. Network firewalls (L3/L4) operate at the
network and transport layers to protect entire network segments using stateful inspection that tracks
connection states, while Web Application Firewalls (WAF) work at Layer 7 to protect specific applications
from threats like SQL injection, cross-site scripting, and OWASP Top 10 vulnerabilities. Modern firewalls
provide deep packet inspection, intrusion detection/prevention capabilities, VPN termination, and logging
for security monitoring. They're fundamental to defense-in-depth strategies, creating security perimeters
and enforcing the principle of least privilege in network architectures.

Open-Source [ Self-Hosted
¢ iptables/nftables

o Linux kernel-level packet filtering frameworks.
o Best for Linux server hardening.

e pfSense

o Full-featured firewall and router distribution with web interface.
o Best for network edge protection.

e ModSecurity

o Web application firewall (WAF) engine for Apache/Nginx.
o Best for protecting web applications from exploits.

Cloud Provider Solutions

Managed firewall services with WAF, DDoS protection, and network security. Best for cloud security
management.

o AWS WAF/Network Firewall/Security Groups
o Azure Firewall/WAF/NSGs
e GCP Cloud Armor/VPC Firewall/Cloud IDS
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Network Protocols

Network protocols are standardized rule sets that govern how data is formatted, transmitted, received,
and acknowledged between network devices. They form a layered architecture where higher-level
protocols depend on lower-level protocols to handle different aspects of communication. TCP provides
reliable, ordered, error-checked delivery through connection establishment and acknowledgment
mechanisms, while UDP offers connectionless, low-latency transmission for time-sensitive applications
like video streaming and gaming. HTTP/HTTPS operate at the application layer for request-response
communication between clients and servers, with HTTPS adding TLS/SSL encryption for secure data
transmission. Modern protocols like WebSocket enable persistent bidirectional connections for real-time
applications, while gRPC uses HTTP/2 for high-performance RPC with features like multiplexing, server
push, and efficient binary serialization. Understanding protocol characteristics—reliability, latency,
overhead, security—is essential for choosing the right communication patterns in distributed systems.

Key Protocols
e TCP

o Reliable, ordered delivery.
o Best for applications requiring guaranteed delivery.

e UDP

o Low-latency, connectionless.
o Best for real-time applications and streaming.

e HTTP/HTTPS

o Reguest-response web communication.
o Best for web applications and APIs.

o WebSocket

o Persistent bidirectional connections.
o Best for real-time applications.

e gRPC

o Efficient RPC over HTTP/2.
o Best for microservices communication.

e QUIC

o Next-generation transport protocol.
o Best for modern web applications requiring reduced latency.

When to use

Use L4 load balancers for raw TCP/UDP traffic and maximum performance
Use L7 load balancers for HTTP(S) traffic with content-based routing

Implement firewalls at both network and application layers for defense in depth

Choose cloud firewalls for managed security with automatic updates and threat intelligence
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Compute

Compute components are essential in backend architecture as they provide the processing power
required to run applications and services.

Virtual Machines (VMs)

Virtual machines are software-based emulations of physical computers that run complete operating
systems and applications in isolated environments on shared hardware. Hypervisors (Type 1 bare-metal
or Type 2 hosted) manage the abstraction between physical resources and virtual machines, allocating
CPU, memory, storage, and network resources to each VM instance. VMs provide strong isolation, full
OS-level control, support for legacy applications, and the ability to run multiple operating systems on the
same hardware. They enable infrastructure-as-code through automated provisioning, snapshotting for
backup and disaster recovery, and live migration for zero-downtime maintenance. While VMs offer
maximum flexibility and compatibility, they carry more overhead than containers due to running full
operating system kernels. They're ideal for applications requiring specific OS versions, kernel modules, or
complete environment control.

Open-Source [ Self-Hosted
e KVM

o Linux kernel virtualization with near-native performance.
o Best for Linux-based infrastructure.

e Proxmox VE

o Complete virtualization management platform with web interface.
o Best for private cloud deployments.

e VMware ESXi

o Enterprise hypervisor with advanced features (free tier available).
o Best for traditional enterprise environments.

Cloud Provider Solutions

Managed virtual machines with varied instance types, auto-scaling, and high availability. Best for cloud-
hosted compute workloads.

o AWSEC2
e Azure Virtual Machines
e GCP Compute Engine

Containers

Containers are lightweight, standalone packages that bundle application code with all runtime
dependencies, libraries, and configuration files needed to run consistently across different computing
environments. Unlike VMs, containers share the host operating system kernel, making them significantly
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smaller (megabytes vs. gigabytes) and faster to start (seconds vs. minutes) while maintaining process-
level isolation through namespaces and cgroups. Container images are built in layers, enabling efficient
storage and distribution through reuse of common base layers. Container orchestration platforms like
Kubernetes manage deployment, scaling, networking, and lifecycle of containerized applications across
clusters of machines, providing service discovery, load balancing, rolling updates, and self-healing
capabilities. Containers enable microservices architectures, consistent development-to-production
environments, efficient resource utilization, and rapid scaling. They've become the de facto standard for
cloud-native applications and continuous deployment pipelines.

Open-Source [ Self-Hosted

e Docker

o Industry-standard container runtime and image format.
o Best for development and simple deployments.

e Kubernetes

o Production-grade orchestration platform with extensive ecosystem.
o Best for complex, scalable deployments.

e Docker Swarm

o Simpler orchestration alternative with native Docker integration.
o Best for smaller-scale clustering.

Cloud Provider Solutions

Managed container orchestration and serverless containers. Best for cloud-native containerized
applications.

e AWS ECS/EKS/Fargate
e Azure AKS/Container Instances/Container Apps
e GCP GKE/Cloud Run

Serverless [ Function as a Service (FaaS)

Serverless computing abstracts infrastructure management entirely, allowing developers to deploy code
as functions that execute in response to events without provisioning or managing servers. The platform
automatically handles resource allocation, scaling from zero to thousands of concurrent executions, and
billing based on actual execution time and memory used rather than reserved capacity. Functions are
typically short-lived, stateless, and triggered by events like HTTP requests, database changes, file
uploads, or scheduled tasks. This model eliminates server maintenance, enables automatic scaling,
reduces costs for variable workloads, and accelerates development by focusing purely on business logic.
However, serverless introduces constraints like execution time limits, cold start latency, statelessness
requirements, and potential vendor lock-in. It excels for event-driven architectures, APIs with
unpredictable traffic, scheduled tasks, and data processing pipelines where operational simplicity and
cost optimization outweigh control and performance predictability.

Open-Source [ Self-Hosted
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e OpenFaaS

o Docker/Kubernetes-based serverless framework with flexibility.
o Best for self-hosted FaaS.

e Knative

o Kubernetes-native serverless platform for containers and functions.
o Best for cloud-native environments.

e Apache OpenWhisk

o IBM-backed distributed serverless platform.
o Best for complex event processing.

Cloud Provider Solutions

Managed serverless functions with event-driven execution and automatic scaling. Best for event-driven
and variable workloads.

e AWS Lambda
e Azure Functions
e GCP Cloud Functions

When to use

Use VMs for full control, legacy applications, and predictable workloads

Use containers for microservices, portability, and consistent deployment across environments
e Use serverless for event-driven workloads, variable traffic, and minimal operational overhead

Choose cloud solutions for managed infrastructure, automatic scaling, and reduced maintenance

Data: Databases

Databases are a critical component of backend systems, responsible for storing, retrieving, and
managing data. They come in various types, each suited for different use cases and requirements.

Relational Databases

Relational databases organize data into tables with rows and columns, enforcing structured schemas that
define data types, relationships, and constraints. They use SQL for declarative querying and provide ACID
guarantees (Atomicity, Consistency, Isolation, Durability) to ensure data integrity even during concurrent
transactions and system failures. Relational databases excel at complex queries involving joins across
multiple tables, maintaining referential integrity through foreign keys, and supporting transactions that
require all-or-nothing semantics. They use B-tree indexes for fast lookups, query optimizers to generate
efficient execution plans, and transaction logs for crash recovery and replication. While traditional
relational databases scale vertically, modern distributed SQL databases like CockroachDB and Cloud
Spanner achieve horizontal scalability while preserving SQL semantics and strong consistency. Relational
databases remain the default choice for transactional workloads, financial systems, inventory
management, and applications requiring structured data with complex relationships.
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Open-Source [ Self-Hosted
e PostgreSQL

o Feature-rich database with advanced SQL, JSON support, and extensibility.
o Best for complex applications.

e MySQL/MariaDB

o High-performance database with mature ecosystem.
o Best for web applications and read-heavy workloads.

e SQLite

o Embedded zero-configuration database.
o Best for mobile apps and local storage.

Cloud Provider Solutions

Managed relational databases with automatic backups, scaling, and high availability. Best for cloud-
hosted transactional workloads.

e AWS RDS/Aurora
e Azure SQL Database/PostgreSQL/MySQL
¢ GCP Cloud SQL/Cloud Spanner

NoSQL Databases

NoSQL databases sacrifice the rigid structure and ACID guarantees of relational databases in favor of
flexible schemas, horizontal scalability, and performance optimization for specific data models and
access patterns. They emerged to handle modern web-scale workloads with massive data volumes, high
velocity writes, and distributed architectures where eventual consistency is acceptable. Different NoSQL
types optimize for different use cases: document databases for hierarchical, semi-structured data; key-
value stores for simple high-speed lookups; column-family stores for analytical queries on wide tables;
and graph databases for relationship-heavy data. NoSQL databases typically prioritize availability and
partition tolerance over consistency (following the CAP theorem), making them ideal for applications that
can tolerate eventual consistency in exchange for better performance and scalability.

Document Databases

Document databases store data as JSON-like documents that can contain nested structures and arrays,
allowing related data to be stored together rather than spread across multiple tables. Each document can
have a different structure, providing schema flexibility that accelerates development and accommodates
evolving requirements without migrations. They support rich queries on document fields, indexes for
performance, and aggregation pipelines for analytics.

Open-Source [ Self-Hosted
e MongoDB
o Rich query language with aggregation pipelines and sharding.
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o Best for general-purpose document storage.
e CouchDB

o HTTP API with multi-master replication.
o Best for offline-first and distributed applications.

Cloud Provider Solutions

Managed document databases with flexible schemas and global distribution. Best for cloud-native
document storage.

e AWS DocumentDB
e Azure Cosmos DB
e GCP Firestore

Key-Value Stores

Key-value stores provide the simplest data model—storing and retrieving values by unique keys—enabling
extremely fast lookups with minimal overhead. They excel at caching, session storage, and scenarios
requiring high throughput with predictable access patterns. Most are in-memory for microsecond
latencies, though some offer persistent storage options.

Open-Source [ Self-Hosted
e Redis

o In-memory data structures (strings, lists, sets, hashes) with persistence.
o Best for caching and real-time applications.

e etcd

o Distributed configuration store with strong consistency.
o Best for service discovery and coordination.

Cloud Provider Solutions

Managed key-value stores with high performance and low latency. Best for cloud-native caching and fast
lookups.

e AWS DynamoDB
e Azure Cosmos DB
e GCP Memorystore

Column-Family Stores

Column-family stores organize data in columns rather than rows, optimizing for analytical workloads and
wide tables with sparse data. They excel at time-series data, analytics, and high-write throughput
scenarios.

Open-Source [ Self-Hosted

e Apache Cassandra
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o Distributed wide-column store with high availability.
o Best for write-heavy workloads requiring horizontal scaling.

e Apache HBase

o Column-family store built on Hadoop.
o Best for Hadoop ecosystem integration.

Cloud Provider Solutions
Managed wide-column databases with automatic scaling. Best for cloud-native analytical workloads.

e AWS Keyspaces
e Azure Cosmos DB
e GCP Bigtable

Graph Databases

Graph databases store data as nodes and edges, optimizing for relationship-heavy data and complex
traversal queries. They excel at social networks, recommendation engines, fraud detection, and
knowledge graphs.

Open-Source [ Self-Hosted
e Neodj

o Popular graph database with Cypher query language.
o Best for general-purpose graph workloads.

e ArangoDB

o Multi-model database with graph capabilities.
o Best for flexible data models.

e JanusGraph

o Distributed graph database.
o Best for large-scale graph data.

Cloud Provider Solutions
Managed graph databases supporting standard query languages. Best for cloud-native graph workloads.

e AWS Neptune
e Azure Cosmos DB (Gremlin API)

Time-Series Databases

Time-series databases are optimized for storing and querying time-stamped data, such as metrics,
sensor readings, and log events. They provide efficient compression, downsampling, and aggregation of
temporal data.

Open-Source [ Self-Hosted
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e InfluxDB

o Purpose-built time-series database.
o Best for metrics and monitoring data.

e TimescaleDB

o PostgreSQL extension for time-series.
o Best for SQL-based time-series queries.

e Prometheus

o Monitoring system with built-in time-series database.
o Best for infrastructure monitoring.

Cloud Provider Solutions
Managed time-series storage with automatic scaling. Best for IoT and monitoring workloads.

e AWS Timestream
e Azure Time Series Insights
e GCP Bigtable

Choosing the Right Database
When selecting a database, consider the following factors:

e Data Structure: Structured (relational), semi-structured (document), or unstructured (key-value)
¢ Scalability: Vertical (scale up) vs horizontal (scale out) scaling requirements

¢ Consistency vs. Availability: CAP theorem trade-offs based on application needs

¢ Query Patterns: Complex joins (relational) vs simple lookups (NoSQL)

¢ Transaction Requirements: ACID compliance vs eventual consistency

e Performance: Read vs write heavy workloads, latency requirements

Database Selection Decision Tree

The following diagram helps guide database selection based on your requirements:
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When to use

e Use relational databases for structured data, complex queries, and strong consistency

e Use document databases for flexible schemas and hierarchical data

o Use key-value stores for simple lookups, caching, and session management

e Use column-family stores for analytical workloads and time-series data

e Use graph databases for highly connected data and relationship queries

e Choose cloud managed databases for automatic backups, scaling, and reduced operational
overhead

Data: Storage

Data storage is a critical aspect of backend architecture, encompassing various solutions that cater to
different data types and access patterns. Storage systems must balance competing requirements:
performance (throughput, latency, IOPS), durability (data protection against loss), availability (uptime and
accessibility), scalability (handling growing data volumes), and cost. The choice of storage type
fundamentally impacts application architecture, as each storage model offers different access patterns,
consistency guarantees, and operational characteristics. Modern applications often employ multiple
storage types simultaneously, selecting the optimal solution for each use case within the system.

Object Storage

Object storage stores data as discrete objects in a flat address space, with each object containing the
data itself, metadata, and a unique identifier (key). Unlike hierarchical file systems, object storage uses a
flat namespace where objects are retrieved directly by key, enabling massive scalability and distributed
access. Each object can include rich, extensible metadata for categorization, searchability, and lifecycle
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management. Object storage systems typically provide eventual consistency, prioritizing availability and
partition tolerance over immediate consistency, making them ideal for distributed architectures. They
handle binary data of any size and are accessed via HTTP APIs (commonly S3-compatible), making them
language and platform agnostic. Modern object storage offers features like versioning (maintaining
multiple versions of objects), lifecycle policies (automatic tiering or deletion based on age), event
notifications (triggering actions on object changes), and multipart uploads for large files. The flat
namespace and metadata capabilities make object storage particularly suited for unstructured data like
media files, backups, logs, and data lakes where traditional file hierarchies would be limiting.

Open-Source [ Self-Hosted

e MinlO

o S3-compatible high-performance object storage.
o Best for private cloud deployments requiring S3 APl compatibility.

e Ceph

o Unified storage system providing object, block, and file storage with self-healing capabilities.
o Best for large-scale software-defined storage.

e OpenStack Swift

o Multi-tenant object storage for cloud environments.
o Best for OpenStack deployments.

Cloud Provider Solutions

Fully managed object storage with multiple storage tiers, global distribution, and lifecycle management.
Best for scalable cloud-native applications.

e AWS S3
e Azure Blob Storage
e GCP Cloud Storage

File Storage

File storage provides a hierarchical directory structure with folders and files, offering a familiar
organizational model that mirrors traditional operating system file systems. It implements POSIX-
compliant file system semantics, supporting operations like file locking, permissions, and random access
within files. File storage enables multiple clients to mount and access the same file system
simultaneously, making it ideal for shared workloads where multiple servers or containers need to read
and write the same files. It maintains file-level granularity rather than block-level, providing a higher-level
abstraction than block storage. File storage protocols (NFS for Unix/Linux, SMB/CIFS for Windows)
operate over networks, allowing remote file access with local-like semantics. This model excels for
content management systems, shared application directories, user home directories, and scenarios
requiring concurrent access to structured file hierarchies. Performance characteristics vary based on
protocol, network latency, and concurrency patterns, with considerations for file locking mechanisms and
cache coherency in distributed access scenarios.
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Open-Source [ Self-Hosted
e NFS (Network File System)

o Standard Unix/Linux file sharing protocol with POSIX compliance.
o Best for Unix/Linux shared access.

e Samba /SMB

o Windows-compatible file sharing with Active Directory integration.
o Best for Windows and cross-platform environments.

e GlusterFS

o Distributed file system with scale-out architecture.
o Best for large-scale, highly available file storage.

Cloud Provider Solutions

Managed NFS/SMB file systems with automatic scaling and high availability. Best for cloud workloads
requiring shared file access.

o AWS EFS/FSx
e Azure Files
e GCP Filestore

Block Storage

Block storage presents raw storage volumes as virtual disks that can be attached to compute instances,
providing low-level, unformatted storage that the operating system can partition and format with any file
system. Unlike file or object storage, block storage operates at the block level (typically 512 bytes to
64KB blocks), allowing direct control over how data is organized and accessed. It provides the lowest
latency and highest IOPS (Input/Output Operations Per Second) among storage types, making it essential
for performance-critical applications. Block devices appear to the operating system as local disks,
supporting all file system operations including random reads, writes, and modifications. They maintain
strict consistency guarantees, ensuring that writes are immediately visible to all readers. Block storage
volumes are typically attached to a single instance at a time (though some systems support multi-attach
for clustered applications), establishing a one-to-one relationship between storage and compute.
Performance characteristics can be tuned through volume types (SSD vs. HDD) and provisioned IOPS,
with support for snapshots enabling point-in-time backups without downtime. This storage type is
fundamental for databases, transactional systems, and any application requiring file system semantics
with maximum performance.

Open-Source [ Self-Hosted

e LVM (Logical Volume Manager)

o Linux volume management with dynamic resizing and snapshots.
o Best for local disk management.

e Ceph RBD
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o Distributed block storage with thin provisioning and replication.
o Best for virtualization and Kubernetes.

e iSCSI

o |P-based storage networking standard for remote block access.
o Best for SAN environments.

Cloud Provider Solutions

Managed block storage with multiple performance tiers (SSD/HDD), snapshots, and encryption. Best for
VM boot disks and databases.

o AWS EBS
e Azure Managed Disks
e GCP Persistent Disk

Archive Storage

Archive storage is optimized for long-term retention of infrequently accessed data, trading retrieval
speed for significantly lower storage costs. It implements cold storage tiers where data is written once
and retrieved rarely, often for compliance, legal, or historical purposes. Archive systems typically store
data on high-density, lower-cost media and may require rehydration processes before data becomes
accessible, resulting in retrieval times ranging from minutes to hours. This storage class is ideal for data
that must be retained for regulatory compliance periods (7-10+ years) but has minimal access
requirements. Archive storage maintains the same durability guarantees as hot storage (typically 11 nines
of durability) but optimizes for cost over performance. Many systems offer lifecycle policies to
automatically transition aging data from hot to cool to archive tiers, implementing information lifecycle
management without manual intervention. Archive storage often integrates with backup and disaster
recovery systems, providing a cost-effective target for long-term backup retention beyond immediate
recovery windows.

Cloud Provider Solutions

Ultra-low-cost archival storage with retrieval times from minutes to hours. Best for compliance and long-
term backups.

e AWS S3 Glacier/Deep Archive
e Azure Archive Blob Storage
e GCP Archive Storage

When to use

e Use object storage for unstructured data, backups, media files, and data lakes

o Use file storage for shared file access, content management, and traditional applications

e Use block storage for databases, VMs, and high-performance applications requiring low latency

e Use archive storage for long-term retention and compliance with infrequent access needs

e Choose cloud storage for managed infrastructure, automatic scaling, durability, and global
distribution
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Messaging & Async

Messaging and asynchronous communication are foundational patterns in distributed systems, enabling
services to communicate without requiring both parties to be actively processing at the same time.
Message brokers act as intermediaries that receive, store, route, and deliver messages between
producers (services that send messages) and consumers (services that receive messages),
fundamentally decoupling systems in both time and space. This decoupling allows producers to continue
operating even if consumers are temporarily unavailable, enables independent scaling of different system
components, and provides natural buffers that absorb traffic spikes. Messaging systems guarantee
various delivery semantics—at-most-once (fire and forget), at-least-once (may deliver duplicates), or
exactly-once (guaranteed single delivery)—with trade-offs between performance and reliability. They
support diverse communication patterns including point-to-point queues (one consumer per message),
publish-subscribe topics (multiple consumers per message), and request-reply patterns. Modern
message brokers provide ordering guarantees, message persistence, acknowledgment mechanisms,
retry logic, dead-letter queues for problematic messages, and routing based on message properties.
These systems enable event-driven architectures where state changes are broadcast as events, allowing
multiple downstream systems to react independently and asynchronously.

Message Brokers

Message brokers implement queuing systems that store messages until consumers are ready to process
them, providing reliability through persistence, acknowledgments, and redelivery mechanisms. They
support various messaging patterns through exchanges, topics, and routing keys that determine how
messages flow from producers to consumers. Brokers handle concerns like message prioritization, TTL
(time-to-live), batching, and compression. Advanced brokers offer features like message filtering,
transformation, aggregation, and orchestration. The choice between message brokers depends on
throughput requirements, latency tolerance, ordering guarantees, and operational complexity. Some
brokers (like RabbitMQ) excel at complex routing and guaranteed delivery, while others (like Kafka)
prioritize high throughput and stream processing capabilities. Understanding message broker semantics
is crucial for building reliable distributed systems that handle failures gracefully.

Message Broker Patterns

The following diagrams illustrate different message broker communication patterns:
Point-to-Point Queue Pattern

One message is consumed by exactly one consumer. Ideal for work distribution and load balancing.

Producer ——Message—» Queue —Single Consumer—» Consumer

Publish-Subscribe Pattern
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One message is broadcast to multiple consumers. Ideal for event notifications and fanout scenarios.

Producer

Event
'

Topic/Exchange

Broadcast Broadcast Broadcast

Consumer 1 Consumer 2 Consumer 3

Request-Reply Pattern

Asynchronous request-response communication. Ideal for RPC-style messaging with decoupling.

/Request—» Request Queue > Service B —Reply\‘

Service A Reply Queue

‘\

Open-Source [ Self-Hosted
e RabbitMQ

o Flexible message broker supporting AMQP with complex routing via exchanges.
o Best for reliable messaging with delivery guarantees.

e Apache Kafka

o High-throughput distributed streaming platform with partitioning and log-based storage.
o Best for event sourcing and real-time data pipelines.

e ActiveMQ

o Enterprise message broker supporting multiple protocols with persistence.
o Best for traditional enterprise messaging.

Cloud Provider Solutions
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Fully managed message queuing with automatic scaling and high availability. Best for cloud-native
applications.

o AWS SQS
e Azure Service Bus
e GCP Pub/Sub

Event-Driven Architectures

Event-driven architectures structure systems around the production, detection, consumption, and
reaction to events—significant changes in state that other parts of the system may care about. This
pattern inverts traditional request-response models: instead of services actively requesting data, they
passively listen for relevant events and react accordingly. Event-driven systems implement loose coupling
since event producers don't need to know about consumers, enabling independent evolution of services.
They support complex workflows through event choreography (services react to events without central
coordination) or orchestration (a central coordinator manages the flow). Key patterns include event
sourcing (storing all state changes as events rather than current state), CQRS (separating read and write
models), and saga patterns (managing distributed transactions through compensating events). Event-
driven architectures excel at handling asynchronous processes, building audit trails, implementing
reactive systems, and enabling real-time analytics.

Key Concepts

e Event Producers: Services that generate events

o Event Consumers: Services that listen for and process events

e Event Streams: Continuous flows of events processed in real-time

¢ Event Sourcing: Store state changes as sequence of events

e CQRS: Separate read and write models for scalability

e Saga Pattern: Manage distributed transactions across microservices

Message Patterns

Point-to-Point: One producer, one consumer (queues)

Publish-Subscribe: One producer, multiple consumers (topics)

Request-Reply: Synchronous-style communication over async messaging

Dead Letter Queue: Handle failed messages for later analysis

When to use

e Use messaging for decoupling services, handling traffic spikes, and ensuring reliable
communication

e Use event-driven architectures for real-time processing, audit trails, and reactive systems

e Choose point-to-point queues for work distribution and load leveling

e Choose publish-subscribe for broadcasting events to multiple interested parties

e Choose cloud messaging services for managed solutions with minimal operational overhead

Caching & Edge
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Caching is a performance optimization technique that stores copies of data in faster, more accessible
locations to reduce latency and computational load on backend systems. By serving frequently accessed
data from cache rather than recomputing or fetching from slower storage, systems achieve dramatic
performance improvements and cost reductions. Caches operate on the principle of temporal and spatial
locality: recently accessed data is likely to be accessed again (temporal), and data near recently
accessed data is also likely to be accessed (spatial). Effective caching requires careful consideration of
cache invalidation (ensuring stale data doesn't persist), eviction policies (deciding what to remove when
cache is full), and cache coherency (maintaining consistency across distributed caches). Edge computing
extends this concept by distributing computation and data storage closer to end users, reducing latency
by eliminating long-distance network traversals. Modern architectures implement multi-tier caching
strategies: browser caches, CDN edge caches, application-level caches, and database caches, with each
tier serving different purposes and having different characteristics.

In-Memory Caching

In-memory caches store data in RAM, providing microsecond access times compared to milliseconds for
disk or network operations—often 100-1000x faster than database queries. They use key-value models
for simple lookups or support complex data structures for sophisticated use cases. In-memory caches
implement eviction policies (LRU, LFU, TTL-based) to manage limited memory resources, automatically
removing less valuable data to make room for new entries. Advanced in-memory stores support
persistence options (snapshotting, append-only files) to provide durability beyond pure caching, pub/sub
messaging for real-time notifications, and distributed clustering for horizontal scaling. They excel at
reducing database load, storing session state, implementing rate limiting, and maintaining leaderboards
or counters. The trade-off is volatility—data in pure in-memory caches is lost on restart unless
persistence is enabled—and cost, as RAM is more expensive per GB than disk storage.

Open-Source [ Self-Hosted
e Redis

o Advanced in-memory data structure store with persistence, pub/sub, and clustering.
o Best for diverse caching needs and real-time applications.

¢ Memcached

o Simple, high-performance distributed memory cache with multi-threading.
o Best for straightforward key-value caching.

e Hazelcast

o Distributed in-memory data grid with compute capabilities.
o Best for enterprise distributed caching.

Cloud Provider Solutions

Managed Redis/Memcached with automatic failover and scaling. Best for cloud-native applications.

e AWS ElastiCache/DAX
e Azure Cache for Redis
e GCP Memorystore
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HTTP [ Web Caching

HTTP caching leverages standardized cache-control mechanisms built into the HTTP protocol to store
and reuse web responses, reducing bandwidth consumption and server load while improving response
times. HTTP caches operate at multiple levels: browser caches store resources locally on client devices,
proxy caches serve multiple users from shared caches, and reverse proxy caches sit in front of origin
servers to shield them from load. The HTTP specification defines cache-control headers that govern
caching behavior: max-age (how long to cache), no-cache (must revalidate), public/private (shareable vs.
user-specific), and validators like ETags and Last-Modified timestamps for conditional requests. Web
caches distinguish between static content (images, CSS, JavaScript files that rarely change) and dynamic
content (API responses, HTML pages with personalized data), applying different strategies to each.
Advanced caching proxies support edge-side includes (assembling pages from cached fragments), stale-
while-revalidate patterns (serving slightly stale content while fetching fresh data), and cache key
customization based on headers, cookies, or query parameters.

Open-Source [ Self-Hosted
¢ Varnish Cache

o High-performance HTTP accelerator with VCL scripting language.
o Best for high-traffic websites requiring sophisticated caching logic.

e Nginx

o Versatile web server with reverse proxy caching capabilities.
o Best for integrated web server and cache deployments.

e Squid

o Traditional caching proxy with HTTP/HTTPS support.
o Best for forward proxy caching and bandwidth optimization.

Cloud Provider Solutions
Global CDN services with edge caching and WAF integration. Best for distributed content delivery.

e AWS CloudFront
e Azure Front Door/CDN
e GCP Cloud CDN

Application-Level Caching

Application-level caching integrates caching logic directly into application code, providing fine-grained
control over what gets cached, when, and how. This approach allows developers to implement domain-
specific caching strategies that understand business logic and can make intelligent decisions about
cache population, invalidation, and consistency. Application caches can use various backing stores (in-
memory, Redis, Memcached) and implement patterns that balance performance, consistency, and
complexity. The challenge lies in maintaining cache coherency—ensuring cached data doesn't become
stale—which requires thoughtful invalidation strategies. Applications must handle cache failures
gracefully, implementing fallback mechanisms that continue operating when caches are unavailable.
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Proper cache key design is critical: keys must uniquely identify cached items while enabling efficient
invalidation of related data. Monitoring cache hit rates, miss rates, and eviction rates helps tune cache
effectiveness and size.

Multi-Tier Caching Architecture

The following diagram illustrates how caching works across multiple tiers from the user to the database:

27/38



backend_components.md 2025-11-01

28/38



backend_components.md 2025-11-01

User/Browser

1. Request

Browser Cache
HTML, CSS, JS, Images

2. Cache Miss

!

CDN/Edge Cache
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3. Cache Miss Pﬁrge

4. Cache Miss Inva(idation

5. Cache Miss Async‘: Update

6. Cache Miss Write‘-Through
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Strategies

Cache-Aside (Lazy Loading): Application checks cache first, loads from database on miss. Best for
read-heavy workloads with unpredictable patterns. Simple but may cause cache stampede.

Write-Through: Data written to cache and database simultaneously. Best for maintaining consistency
with moderate writes. Higher write latency but cache always current.

Write-Behind (Write-Back): Data written to cache first, asynchronously to database. Best for write-
heavy workloads tolerating eventual consistency. Improves performance but increases complexity.

Refresh-Ahead: Automatically refresh frequently accessed items before expiration. Best for predictable
patterns. Requires accurate prediction of hot items.

Cache Invalidation Strategies:

o TTL-based: Items expire after fixed duration
e Event-based: Invalidate when source data changes
e Tag-based: Group related items for bulk invalidation

Edge Computing

Edge computing distributes computational workloads to the network edge—physically closer to end users
or data sources—dramatically reducing latency by eliminating round trips to centralized data centers.
This paradigm shifts processing from distant cloud regions to edge locations, local gateways, or even end
devices themselves. Edge computing addresses the physics problem of latency: data can't travel faster
than the speed of light, so reducing physical distance directly reduces response time. Beyond latency
reduction, edge computing decreases bandwidth costs by processing data locally and sending only
relevant results to the cloud, crucial for loT scenarios with massive device populations. It enables offline
operation when connectivity is intermittent, processing data locally and synchronizing with cloud when
connected. Edge deployments must handle limited resources compared to cloud environments, requiring
efficient algorithms and careful resource management. Use cases include real-time video analytics,
autonomous vehicles, industrial loT, content personalization, and any scenario where milliseconds matter
or bandwidth is constrained.

Edge Computing Hierarchy

The following diagram illustrates the hierarchical structure of edge computing from loT devices to the
cloud:
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Open-Source [ Self-Hosted
e KubeEdge

o Kubernetes-based edge platform with cloud-edge synergy.
o Best for loT and edge Al applications.

e K3s

o Lightweight Kubernetes distribution for edge and IoT.
o Best for resource-constrained edge environments.

e Apache Edgent

o Stream processing for edge devices with real-time analytics.
o Best for loT data filtering.

Cloud Provider Solutions

Managed edge computing platforms. Best for ultra-low latency and loT processing.

e AWS Lambda@Edge/loT Greengrass/Wavelength
e Azure loT Edge/Stack Edge
e GCP Anthos/Edge TPU

When to use

e Use in-memory caching for database query results, session data, and API responses

e Use HTTP caching for static content, API responses, and rendered pages

¢ Implement cache-aside for flexible caching with unpredictable patterns

e Use write-through for strong consistency requirements

e Deploy edge computing for loT processing, real-time analytics, and ultra-low latency needs
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e Choose cloud caching for managed infrastructure, automatic scaling, and global distribution
e Set appropriate TTLs based on data volatility and consistency requirements

Jobs & Scheduling

Job scheduling systems automate the execution of tasks at specified times or in response to events,
handling everything from simple periodic jobs to complex multi-step workflows with dependencies. These
systems manage background processing that shouldn't block user-facing operations: data aggregation,
report generation, email delivery, database maintenance, and batch processing. Schedulers must handle
failure scenarios gracefully with retry logic, track job history for auditing, prevent duplicate execution of
the same job, and provide visibility into job status and performance. Modern scheduling systems support
distributed execution across multiple workers, dynamic scaling based on queue depth, priority-based job
processing, and idempotent job design to handle retries safely. The challenge lies in balancing resource
utilization, meeting SLAs for job completion times, and handling cascading failures when job
dependencies break. Proper job scheduling architecture separates job definition from execution
infrastructure, enabling jobs to scale independently and migrate between environments.

Time-Based Scheduling (Cron)

Time-based schedulers execute jobs at predetermined intervals or specific times, following schedules
defined by cron expressions (minute, hour, day, month, day-of-week patterns). These schedulers are
ideal for predictable, recurring tasks like nightly backups, hourly data syncs, or weekly report generation.
Cron-style scheduling is stateless—each execution is independent—making it simple but requiring jobs to
be idempotent since retries or overlapping executions may occur. Modern cron systems extend traditional
Unix cron with features like distributed scheduling (ensuring only one instance runs across a cluster),
missed job handling, timezone support, and integration with monitoring systems. Challenges include
handling jobs that take longer than their scheduled interval, managing dependencies between scheduled
jobs, and coordinating schedules across distributed systems. Time-based scheduling works best for
maintenance tasks, periodic data processing, and workflows where timing is the only trigger.

Open-Source [ Self-Hosted
e Unix Cron

o Standard time-based job scheduler with crontab configuration.
o Best for simple periodic tasks on single machines.

e Systemd Timers

o Modern cron alternative with calendar and monotonic timers.
o Best for systemd-based Linux systems with service dependencies.

e Jenkins

o CI/CD platform with build scheduling capabilities.
o Best for scheduled builds and deployment workflows.

Cloud Provider Solutions
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Managed cron services with event-driven triggers. Best for cloud-native scheduled tasks.

e AWS EventBridge
e Azure Functions Timer/Logic Apps
e GCP Cloud Scheduler

Task Queues & Background Jobs

Task queues decouple job submission from execution, allowing applications to enqueue work items that
are processed asynchronously by worker processes. This pattern prevents long-running operations from
blocking user-facing requests and enables horizontal scaling by adding more workers to process queued
tasks. Task queues implement producer-consumer patterns where web servers or other services act as
producers, adding jobs to queues, while worker processes act as consumers, pulling jobs for execution.
They provide features like job prioritization (urgent tasks before routine ones), delayed execution
(schedule for future processing), rate limiting (control throughput), and retry mechanisms with
exponential backoff. Advanced systems track job state (pending, running, completed, failed), store
results for later retrieval, and support complex workflows through job chaining and fan-out/fan-in
patterns. Task queues excel at handling variable workloads, enabling efficient resource utilization by
scaling workers based on queue depth rather than maintaining capacity for peak load.

Open-Source [ Self-Hosted

e Celery

o Distributed Python task queue with routing, retries, and periodic tasks.
o Best for Python async processing.

¢ Sidekiq

o Multi-threaded Ruby background processor with Redis backend.
o Best for Ruby/Rails applications.

e Bull/BullMQ

o Redis-based Node.js queue with priorities and delays.
o Best for Node.js async processing.

Cloud Provider Solutions
Managed task queuing and orchestration. Best for cloud-native async processing.

e AWS SQS/Step Functions/Batch
e Azure Queue Storage/Service Bus/Logic Apps/Batch
e GCP Cloud Tasks/Composer/Pub/Sub

Workflow Orchestration

Workflow orchestration coordinates complex, multi-step processes with dependencies, conditional logic,
and error handling, managing the execution flow of tasks that must run in specific sequences or parallel
groups. Orchestrators maintain workflow state, handle task failures through retries or compensation
logic, and provide visibility into execution progress. They distinguish between task orchestration
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(centralized coordinator directs execution) and choreography (decentralized services react to events),
each with trade-offs in complexity and coupling. Workflow engines use directed acyclic graphs (DAGs) to
define dependencies, ensuring tasks execute only after prerequisites complete. Advanced orchestrators
support dynamic workflows (determining next steps based on runtime results), long-running processes
that may span days or weeks, and distributed transactions using saga patterns with compensating
actions for rollbacks. They're essential for data pipelines, ETL processes, ML training workflows, and
microservices coordination where simple task queues are insufficient.

Workflow DAG Example

The following diagram shows a typical workflow orchestration with parallel tasks, error handling, and
dependencies:
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Open-Source [ Self-Hosted
e Apache Airflow

o Python DAG-based workflow platform with rich Ul.
o Best for data engineering and complex ETL.

e Temporal

o Durable execution framework with saga pattern support.
o Best for microservices and long-running processes.

o Prefect

o Modern Python orchestration with dynamic workflows and observability.
o Best for data and ML pipelines.

Cloud Provider Solutions

Managed workflow orchestration with visual designers. Best for cloud service coordination.

e AWS Step Functions
e Azure Logic Apps/Data Factory
e GCP Cloud Composer/Workflows

Job Scheduling Libraries

Framework-specific scheduling libraries embed scheduling capabilities directly into applications,
providing lightweight alternatives to standalone scheduling systems for simpler use cases. These libraries
run within the application process, eliminating external dependencies but limiting scalability and high
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availability compared to distributed schedulers. They're ideal for single-instance applications or
scenarios where the overhead of external job systems isn't justified. In-process schedulers simplify
deployment and configuration but require careful consideration of job execution time—long-running jobs
can block application threads or consume excessive memory. They lack features of dedicated job
systems like distributed coordination, job history tracking, and admin interfaces, but offer simplicity and
minimal operational overhead for straightforward scheduling needs.

Language-Specific Solutions
e Java
o Quartz Scheduler (enterprise), Spring Task Scheduler (Spring framework)
e Python
o APScheduler (advanced), schedule (simple)
e NET
o Hangfire (background jobs), Quartz.NET (port of Java Quartz)
e Node.js
o node-cron (cron-like), Agenda (MongoDB-backed)
When to use

e Use cron/timers for simple time-based tasks with no dependencies

¢ Implement task queues for async processing, decoupling services, and handling spikes

e Use workflow orchestration for complex multi-step processes with dependencies

e Choose managed cloud services for reduced operational overhead and automatic scaling
e Consider Airflow/Prefect for data pipelines and ETL workflows

e Use Step Functions/Logic Apps for microservices orchestration

¢ Implement proper retry logic, idempotency, and error handling for all scheduled jobs
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